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What is Active Directory?

Active Directory (AD)

* is a network operating system that is
included with Microsoft Windows

« will replace the IRMNT and Encore domain
for users who currently log into those
domains
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What does this mean
for the University?

Active Directory (AD)

« will help reduce FIU's IT administrative
costs

« will help FIU comply with federal & state
information security laws

« will enhance the security of information at
FIU

— New AD security features will result in changes
for users.
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When will this happen?

« Active Directory will be implemented in a

phased migration between March and the end
of 2007.

« Each department will go through:
— Assessment (customized plan for your area)

— Information Session (address changes and
security awareness for users)

— Migration of accounts and workstations
(by UTS engineers and department IT staff)
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Ny is FIU making these changes?
nat do I need to do differently?

nere do I go for support?
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What is changing?

. Login banner

. Complex password
Locking screen saver

. Security patches/updates

. Administrative rights on workstation
(for most users)
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1. Login Banner

« A banner will be Sample
d |Sp|ayed at eve ry The use of Florida International University's

information technology resources is contingent

Iog | Nrem | N d | ng you upon proper authorization. By logging in to this

e ags system, you agree to abide by all applicable
Of YOLI I reSpOI'] Sl bl I |ty federal, state and local laws, State of Florida

Board of Governors rules, and University rules,

fo r IT Secu rlty . regulations and policies. You also understand

. that the misuse or misappropriation of the
¢ YOU Wl” have tO University'sinformation technology resources

or violation of any applicable law, rule,

dCCe pt th e ba nner I N regulation or University policy, may result in
O r.d er tO Iog | n. the revocation of your access privileges.

.
g



YL J,)=) ACTIVE DIRECTORY PROJECT

Florida International University

2. Complex Password

« Passwords must be at least 8
characters long

 The last 4 passwords will be saved
« Passwords will expire after 90 days
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What's a Complex Password?

« Use a combination of letters, characters,
numbers and upper/lower case to create
a strong password

» Misspell woords & add speshul
ch@ract3rs

 Easy to remember phrases can make
great passwords

| got my Bachelor’s
degree at 23!

IgmBd@23!
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3. Locking Screen Saver

* A locking screen saver will activate

after the computer has been idle for
10 minutes.

 When the screen saver activates,
you will have to log in again to
regain access to your workstation.
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4. Security Updates

« With Active Directory, users will no longer
be responsible for ensuring that their
workstations have the latest Microsoft
patches and updates.

« Patches and updates will be applied to

your workstation automatically from the
network.




)=) ACTIVE DIRECTORY PROJECT

‘=/ Florida International University

5. Administrative Rights

« During assessment, administrative access
for users will be determined in conjunction
with the department supervisor.

 Most, but not all, users will lose
administrative rights to their workstation
after they are migrated to Active Directory.

« Administrative access is assigned based on
the security rights needed to do your job.
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Why is FIU making these changes?

Active Directory will support:
1. new technologies and applications

2. increased protection for FIU’s networking
and information resources
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Why is FIU making these changes?

1. New technologies and applications:

— AD is a prerequisite to support Windows Vista,
Longhorn, Sharepoint, etc.

— Remote software installation

— Remote user support

— Windows Encrypted File Services (EFS) with
support for data recovery
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Why is FIU making these changes?

2. Increased security and security
awareness at FIU:

— Inspector General audits have pointed out
information security vulnerabilities in some
University operations.

- Federal and State laws, as well as University
policies, require that information assets be
protected.
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ECPA A Legal

Electronic Perspective for
Communications Higher
Privacy Act .

Y Education
FERPA CFAA
Family Educational Computer Fraud and
Rights and Privacy Abuse Act
Act

USA Patriot Act

HIPAA
Health Insurance GLBA

Portability and

Accountability Act Gramm - Leach -

Bliley Act
ws--..s___- T YT
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Isn’t this just a UTS problem?

No! Security applies to everyone
and is everyone's responsibility.

You are the key to
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Information Systems Security

Hardware & Software

Process Management
Operational

Users
Administrators
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What do I Need to Do ?

During the Active Directory migration:

« Talk to your manager about any special
needs you have related to the migration.

 Be present when your workstation is
migrated. You will be asked to sign off to

confirm that your login, desktop,
applications, etc. are working correctly.
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What do I Need to Do ?

During the Active Directory migration:

« If you are unavailable for the migration,
your passwords will be reset and your
workstation will be migrated as scheduled.

 Engineers will make a follow-up visit to
your area to ensure the migration was
completed successfully.
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What do I Need to Do?

Going forward, you need to:

« Comply with FIU security requirements:
policies, rules of behavior

 Know and understand your role and
responsibilities for the protecting
information (based on your function).

 Apply preventive measures and respond
appropriately in the case of a threat or
vulnerability.
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Protecting Information
RULES OF THE ROAD

Know what type of information you
are dealing with:

- Sensitive data
— Public yet private data (Sunshine Law)
— Public data
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Protecting Information
RULES OF THE ROAD

— As an employee, access information only
if necessary to perform a job function and
you have been duly authorized.

— Access + Disclosure: Make sure you
have appropriate authority to disclose.
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The DoO’s

Do share files with authorized personnel only

« Do obtain permission for secondary use of data
(uses other than originally approved)

« Do remove all sensitive data from your computer
before it leaves your control

. (donating to Surplus, throwing away, etc.)

« Do protect documents that contain sensitive
data (Active Directory will allow us to safely
encrypt data)
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The Don’ts

Don’t gossip or share sensitive information to
which you have access!

Don’t look up confidential information for co-
workers who do not have the access without your
supervisor’s approvall

Don’t store confidential files on public or
unsecured network drives!

Don’t throw away confidential documents in the
trash without shredding them first!
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SECU-R-IT-Y

* Protect yourself; protect FIU

- Be aware and beware

* Trust your instincts

« Take proactive steps

« Ask questions and report incidents

 Visit the IT Security Office web site
security.fiu.edu

29
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Where do I go for support?




9L 2 )=) ACTIVE DIRECTORY PROJECT

Florida International University

Getting Support

 Visit the Active Directory project web site
at fiuad.fiu.edu for project FAQ's,
timelines, etc.

« Call (305)348-2284 if you have any
problems following the migration.

« Expect a visit from the Active Directory
Migration Team after your migration
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Intrdducing.u c i ng ...

Active Directory

Thank you!

University Technology Services




